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TECHNOLOGY FOR LOAN OFFICERS

Do You HavE FIRE DRILLS IN YOUR OFFICE?
THE IMPORTANCE OF BACKING UP INFORMATION
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ost of us have had that sinking sen-

sation when the power goes ofl on

our computer and we lose 30 min-
=T — wes warth of wark. Feelings of frus-
tration, anget and a loss of conrrol flood aver
o it thar moment. Several software packages
now include fearures which automatically save
vour file every “x" number of minuees.. but
that is not what this artcle is abour,

It is abour somerhing much more serious
which can cost thousands of dollars, unre-
pairable damage, and even put some compa-
nies completely out of business. It is about
praperly and safely backing up your compurer.

Do you remember those fire drlls vou
used ro have in grade schoel? When is the Tast
time vou had an unexpected fire drill with
your whole computer going down?

The following are some of the most com-
mon mistakes made in relation o backing up
one's computer.

1) Just not daing it

2) Backing up periodically rather than on a
consistent basis,

3) Having only ane backup rape.

4) Mot taking the backup off site.

2) Mot testing o insure that a good backup
has been achieved and retrieval is possible.

&) Mot permanently archiving backups.

T) Mot placing proper securiry an the baclk-

ups.

While there is no one “right” way to per-
form the backing up of computers, there are
some things you do o insure the best protec-
tion of your business.

OIT site: Make sure you are taking some of
your backups off site. If vou do not and there
is a fire or thelt, your backups will do you no
good.

Frequency: How oflten should you back up?
The answer to this question is w ask another
question: How much data can vou afford to
lose? On a home compurer thar the kids use
vou might be able to back it up quarterly. The
portable computer vou use to mun your busi-
ness probably should be backed up at least
weekly, mavhe even daily. Business compurers
prabably should be backed up at least daily.

Whatever frequency you use, it is best 1o
be consistent. For your home computer
maybe the first day of every month. Your
portable computer could be done the last
thing on Friday before you leave work. The of-
fice compurer could be done every evening. Tt
is best to have the same person do the back-
ups with one or two others knowledgeable on
how ta do it and able o check to make sure it
is being done.

Rotation of backups: Rotaling your back-
ups is the best way to insure that your data is
secure. Four o seven backup tapes is recom-
mended. If you are doing daily backups, this
gives you one for cach day of the week. There
is addirional safery if you have a couple of
weeks and rotate those weeks. One might find
themselves in a situation where data [rom two
weeks apo is needed. I you overwrite those
tapes thar data is no longer available.

Backup tapes are so inexpensive that addi-
tional protection can be achieved by doing a
permanent archive four times a year. This will
give you the ability 1o “lock in” what you have
if vou ever need to go back and get data from
a [ew years ago, It is also ideal o complete [ull
backups rather than partial backups. I you
need to restore your whale system it can be
much more difficule o oy o retrieve it from
multiple tapes.

Mar resting backups: It can look like you
have a backup. But how do you really know?
The backup apes should be wsted periodi-
cally to insure char you can rerrieve files from
them. Some large companies randomly test
their sysiems going down,

Security: Who has the responsibiliy for
the backups? The information on these tapes
is ofien the life line of a business. Backup
tapes may contain sensitive informarion ahour
persennel or information about your client
base that you would not want your competi-
tion to be able o access.

How long does it take to get things up and
ooing again? How much time will be los?
These are questions which are good o ask
prior to the “fre” happening. Make sure you
are not caught off guard. It could mean the
difference berween the life and deach of a
business.
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